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Technical Specification

1- Deplyment Requiremnts:

We have two main Data Centers AtSana’a city with many webapplicationsthataccessedfrom internet or from

external 37 parties APl applications.

We need the solution to protectthe accessto these web applicationswith 2 single nodesappliance Web Application

Firewall thatcanbe upgradedto workin cluster mode by addingasecondnodein future.

2- The Statements Of Complaince SOC:

Bidders Bidders
> Product Specifications Compliance | Remarks, if
Ne (Yes / No) any

WAF Functions Requirements
Hardware Architecture and Performance
1 | Appliance 500k-650KL7 requests persecond
2 | L4 connections persecond: 250K-500k
3 | L4AHTTP requests persecond: TM-2M
4 | L4 concurrentconnections: 28M-40M
5 | Throughput:10-20Gbps L4/L7 SSL 6.5K-10K TPS (2K keys)
6 | The proposed solutionshould be Supportdifferentdeploymentmodes.
Actions taken by WAF to prevent maliciousactivity should include the ability to
7 | droprequestsand responses, block the TCP session, block the application user, or
block the IP address.
8 | The proposed solutionshould provide the adminto manuallyacceptfalse positives
The proposed solution should be able to restrict trafficboth on the basisof number
° of filesinarequestand the sizeofthefileinarequest.
10 | The proposed solution should be able to expandable in future.
The Proposed WAF Solutionshould supportline-speedthroughputand
1 submillisecond latency so as notto impact Web application performance.
When scaling the solution, the solution mustsupportascale-outapproach by
1 having only to add more WAF appliances as needed.
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Product Specifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

15

The Proposed WAFApplianceshouldsupport4 X1 G Copperand 2 Fiber 10G SFP+
at minimumand be populatedfrom Day1i.e. 3 separate segments can be
configured. These interfacesshouldbe upgradable\ degradable to 1GSFP/1G

Copperwithoutany costto YemenMobile Company.

Administration and Management Requirements

The Proposed Appliance should include a Web based single administration

interface.

The Proposed Appliance should havean out-of-band managementport.

Managementsolution should be capable to manage all the proposed WAF

appliancesand up to ’IOappliance atminimum

Managementsolution should supportRole-Based Access Controlor multiple user
roles thatfacilitate separation of duties. i.e. Administrator (Super-User),Manager,

SSL Certificate Manager

The solution should supportthe following authentication mechanismfor accessing
the solution In-builtauthentication in the solution

- Kerberos authentication

- LDAP authentication

-RADIUS authentication

The solution mustbe able to operatein FIPS (Federal Information Processing

Standard) 140-2 compliance mode.

Shouldbeable to deployor remove the Web application firewall fromthe network

with minimalimpacton the existing Webapplications or the network architecture.

Ease of Management, Simplify creationfor the security policies to immediately

address commonattacks on web applications, including HTTP(S) attacks.

able to automaticlearningto minimize the configuration errors,and ensure the

overall effectivenessof each policy.

10

Ease of managementsupport simplify policy creation, can deploy WAF with security
policiesthatimmediatelyaddresscommon attacks on web applications, including

HTTP(S) attacks.

Deployment and Operational Requirements
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ProductSpecifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

The Proposed WAF Solution mustsupportdeploymentas inline proxy,onearm

mode ortransparentbridge mode.

The solution appliance musthave the option to supportdual hot-swap harddrives

and dual hot-swap powersupplies for highavailability

The Proposed WAF Solutionshould supportMonitoring Mode and Enforcement
Mode of Deployment. In monitoringmode, the administrator can viewalerts,
attacks, server errors,and otherunauthorized activity. In enforcementmode, the

Web application firewall must proactively block attacks.

The Web application firewall mustprotectboth HTTP Web applications and SSL
(HTTPS) Web applications. For SSL-enabled Web applications, the Web application
firewall mustdecryptSSL traffic between the clientand server, and re-encryptit

before forwarding.

Ondetecting an attack or any other unauthorized activity,the Web application
firewall mustbe able to take the appropriate action. Supported actionsshould
include the ability to drop requests and responses,blockthe TCP session, block the
applicationuser, or blockthe IP address. For particularly destructiveattacks, the
Web application firewall should be able to blockthe user orthe IP addressfora

configurableperiod oftime.

The Web application firewallshouldbe ableto protect Web applicationsthat
include Web services (XML) content. Ideally, the XML protection should be similar

to the Web application protection -with automated learning modes.

The appliance should have feature of Inbuilt Packetlogging and capture on demand

The solution mustbe able to decrypt SSL web traffic forinspectionwithout

terminating or changingthe HTTPS connection.

The solution mustallowadministrators to add and modify signatures.
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ProductSpecifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

10

The solution mustsupportregular expressionsfor the following purposes:

- Signatures definition

- Sensitive data definition

- Parameter type definition

-Hostnames and URL prefixes definition

- Fine tuning of parametersthatare dynamically learnt from the web application

profile

1

The appliance shouldhave optionto enable x-forwarder-to option per service to

logactual clientIPinwebserver logs

12

The proposed solution should supportunlimited contextor partitions withoutany
additionallicense. Segmentation controlsapplication flow to respective gateway

perserverand shouldhelp multiplesegmentcontrolsforvarious applications

13

The proposed solution should haveability to dividea single setupin to multiple

policiesoperatingindependentlywithout compromising on network security

14

Separate policiesshouldbe applied for differentapplications configured on the

same WAF

15

The solution should have pre-builttemplates for well-knownapplications. Solution
should have the ability to builda base policyand inheritchild policies from the
same. Inheritance shouldsupportrestricting modificationsto the base policy

settings

16

Solutionshouldsupportthe deploymentmodes withoutany limitation on the

number ofapplication.

17

Dynamically boost performance with applicationoptimization and acceleration
technologies like fastcaching,compression,and TCP optimization with centralized

management, to easilyscale to handle large volumes of traffic.

18

WAF should detect Backend Server Failure and route the trafficto available server

and should have capability of Load Balancing acrossthe multipleservers

19

WAF should havefeature setto learn the application automatically whenever there
isachangeinapplication structure andshould create a policy automatically for the

newly learned application structure.
y PP
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Bidders Bidders
or Product Specifications Compliance | Remarks, if
Ne (Yes / No) any

High Availablity Requirements
The appliance shouldsupport Cluster failover with less than 3 second failover time.
1 The End usersessionshouldbe maintained during failover.
Support Requirements
The Proposed WAF Solutionshouldbe provided withhardwarereplacement
1 | warranty and Ongoing Software Upgrades for allmajor and minor releases during
the completion of project
Original EquipmentManufacturer should have Stockingof Spares to ensure that
? the SLAis notbreached
Original EquipmentManufacturer of the Proposed Solution Vendor should provide
’ regular updatesto geo-locationdatabase fromtheir public downloads website
Original EquipmentManufacturer should have SupportCenters / Service Centerin
: the Middle East.
Security Requirements
Validation shouldbe performed on alltypesofinput, including URLs, forms,
1 | cookies, querystrings, hidden fields,and parameters, HTTP methods, XML elements
and SOAP actions.
The Proposed WAF Solutionshouldhave an option to be configuredin Reverse
? proxy mode.
When deployed as a proxy (either a transparent proxy or areverse proxy), the Web
3 | applicationfirewallshouldbe ableto digitallysign cookies,encryptcookies, and to
rewrite URLs.
The Proposed WAF Solutionshouldsupportboth a Positive Security Modeland a
: Negative Security Model.
Both Positive and Negative security modelshould continuously learn the
5 | application. Learningshouldbe a continuousprocessand should not stop aftera
certain stage.
The solutionmustbe able to block transactionswith content matchingfor known
° attack signatures while allowing everything else.
www.yemenmobile.com.ye Page 5 of 12
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Bidders Bidders
or ProductSpecifications Compliance | Remarks, if
Ne (Yes / No) any

The solution mustidentify and mitigate the OWASP Top Ten web application
’ security vulnerabilities.
The WAF shall be able to identify and block OWASPTop Ten Ten attack classes in
° real time.
The solution mustsupportboth URL rewritingand contentrewriting for http
> headerand bodywhenitis deployedin the reverse proxy mode.
The solution mustsupportuser tracking using bothform-based and certificate-
10 based user authentication.
11 | Thesolution mustbe able to validate encoded datain the HTTP traffic.
12 | Thesolutionmustbe able to identify Web Socket connections.
The solution mustsupportthe configuration to allowsome pagesinaweb
13 | applicationto beinblockingmodeand some pages to be in detection \learning
mode.
The XML protection offered by the solution mustbe similarto the web application
1 protection provided with automated profiling/learning capability.
The solution mustbe able to protectweb applicationsthatinclude Web services
1 (XML) content.
The solution mustbe able to perform profiling of]SON.HTTP requests in the JSON
10 formatmustbe learntby the WAF with the parametersand values.
The solution mustallowthe re-learning ofan application profileon a per-URL or
17 | per-page basis. The administratorshould notbe requiredto relearnthe entire
applicationwhenonlyafew pages have changed.
The solution’s profiling /learningmodemustbe able to recognize changesto the
19 web application andsimultaneously protectweb applicationsatthe same time.
The solution profiling technology mustbe ableto detectand protectagainstthreats
which are specific to the custom code of the web application. After the
19 profiling/learningphase, the solution mustbe able to understand the structure of
each protected URL.
The Proposed WAF Solutionshouldsupportautomatic updatesto the signature
20 database, ensuring complete protectionagainstthe latestapplicationthreats.
www.yemenmobile.com.ye Page 6 of 12
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Bidders Bidders
or ProductSpecifications Compliance | Remarks, if
Ne (Yes / No) any

The Proposed WAF Solutionshouldhave Correlated Attack Validation capabilityor
51 Correlation features which examines multipleattributessuch as HTTP protocol

conformance, profile violations, signatures, special characters, and user reputation,

to accurately alerton or block attacks and also to eliminatefalse positives.

The Proposed WAF Solutionshould supportcustomsecurity rules. Administrators
22 | should be ableto define rules for the positive or negative security model and to

create correlationruleswith multiplecriteria.

The Proposed WAF SolutionShould supportICAP integration with other security
23 | devicesforfile scanning (industry leadingsecurity solutionsi.e Symantec, MacAfee,

Trend Micro and others.

The proposed WAF Solutionshouldbe configured with real-time threatintelligence
on known malicious sources, such as:

-MaliciousIP Addresses: Sources thathave repeatedly attacked other websites

- AnonymousProxies: Proxy serversused by attackers to hide their true location

- TOR Networks: Hackers who are using The Onion Router (TOR) to disguise the
24 source of attack

-IP Geolocation: Geographiclocationwhereattacks are coming fromand block
access

- Phishing URLs: fraudulentsites (URLs) thatare used in phishing attacks

-CommentSpammers: IP addresses of knownactive commentspammers

The Proposed WAF Solutionshould accurately distinguish incomingtraffic between
human and bottraffic, identify “good” and “bad” bots; classify traffic by browser
type, etc. It should have capability of BOT detection and Protection beyond
signatures and reputation to accurately detect malicious and benign bots using

25 | clientbehavioralanalysis, server performance monitoring, and escalatingusing
JavaScript/CAPTCHA challengesor other mechanisms. Thisinformation should
drive WAF policy enforcementdecisions, including handling bad and suspected
bots. Administrators should also receivean alert (e.g. for monitoring purposes), or

have capability to block the bot.

www.yemenmobile.com.ye Page 7 of 12
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ProductSpecifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

26

The Web Application Firewall shouldhave "Anti-Automation” protectionwhichcan

block the automated attacks using hacking tools,scripts, framework etc.

27

The Proposed WAF Solutionshould have Community Defensefeature or should
have a Crowd-Sourced ThreatIntelligence to Identify New Attack Vectors.
Community Defensefeature gather suspicious Web requests, validate thatrequests
are attacks, and transform identified attacks into signatures. Equipped with
Community Defense, Web ApplicationFirewalls can spotattacks witnessed by
other Web Application Firewalls-protected websites, itdistributes these feedsin

near-real timeto fortify the entire community (of WAF) againstEmerging threats.

28

The Proposed WAF Solutionshould provide built-in L7 layer DDoS detection and
mitigation features based on machine learningandbehavioralanalytics and

dynamicsignatures.

29

The Proposed WAF solution must provide capabilities to obfuscate sensitive field

names to defeat Man-in-The-BrowserAttacks

30

The Proposed WAF Solutionmust protect website useraccountsfrom attack and

takeover.

31

The Proposed WAF Solutionmusthave an optionto have "CommentSpam IPFeed"
to Block IPs to reduce spam messagesin forumsand userboards of customerweb

applications.

32

The Proposed WAF Solutionshould Identify and limit/ block suspicious clients,

headless browsersand also mitigate clientside malwares

33

The Proposed WAF Solutionshould protect APIbased communicationbetween

client&servers using allthe relevant WAF signatures.

34

The Proposed WAF Solutionshould protect Mobile Apps (both |0S & Android
based) communication betweenclient&serversusingall the relevant WAF

signatures.

35

Protection Against ApplicationAttacks, providing comprehensive geolocation

attack protection from layer7 DDoS, and zero-dayweb application attacks.

36

can preventexecution of fraudulenttransactions, stop in-browser session hijacking,

and secure AJAX applicationsand JSON payloads.
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Bidders Bidders
Sr.
ProductSpecifications Compliance | Remarks, if
No
(Yes / No) any
3 candefend againstcontentand cookie modification, bruteforce login attempts and
/ HTTP Parameter Pollutionattacks.
SupportSSL offloading to maximize the utilization of the applicationsthey protect,
> to keep processingworkrunningsmoothly.
can terminate SSL traffic, expose whatis insideit, and make securitydecisions
> based onthe encrypted data.
Automatic Attack Detection, malwareand botactivity detection to investigate
40 | whetheraweb clientsource is human, an automated browser script, orevena
headless browser.
" Bot-defense capabilitiesto deliver always-on protection - preventing automated
web scraping fromever materializing.
5 Able to detectattacks designed to run JavaScript, respondto challenges, and mimic
: human and browser capabilitieswithoutoverburdening the applications it protects.
A DeviceID and Fingerprinting ,Browser fingerprintingcapturesbrowser attributes in
3 ordertoidentify clientor re-identify a visiting user, useragent, or device.
Behavioral Analysis,can analyze and understand volumetric traffic patternsand
thenscan foranomalousbehaviorbasedonasetofrelated rulesto assesses
44 | average serverresponsetime, transactions per second,and sessionsthatrequest
too much trafficto use as a baselinefor determiningwhetheran attack has
commenced.
45 Should supportauthentication Gateway, secure single sign-on,two-step verification
to avoid distributed attack.
able to detectananomaly wheneithertoo many sessions are openedfrom an IP
46 | address orwhenthe number of sessions exceedsasetthreshold,to makeiteasier
to predict, identify, and respondto attacks.
Should have feature setto learn the application automatically whenever there is a
47
change shouldcreate a policy automatically for the newlylearned application.
WAF capabilities should include featuresthataddress the rolein maximizing
8 throughputfactors directly :
www.yemenmobile.com.ye Page 9 of 12
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Product Specifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

- Caching copies ofregularly requested web contentto reducesrepeatedrequests

to back-end servers.

- Automatic contentcompressionto provide more efficientnetwork transport.

-Hardware-based SSL accelerationto speed SSL processing andreduces the

burden on back-end webservers.

-Load balancingwebrequests across multiple back-endweb servers to optimize

the performance.

- Connection pooling reduce back-endserver TCP overhead by allowing multiple

requests to use the same back-end connection.

Integration and Compliance Requirements

PCIDSS Compliance

Proposedsolution shouldalsointegrate with Syslogkiwi, SIEM i.e. Solarwind Orion.

Proposedsolution shouldbe ableto integrate with external SSL visibility solution

i.e.Kemp,F5etc.

logging and Reporting

Centralized Loggingfor any changes, Management, Configuration and Learned

Policy Synchronization across proposed WAF Devices

Unique transaction ID should be assigned to every HTTP transaction (a transaction

beingarequestand responsepair)and included with everylog message.

The followingreportformats are deemed of relevance: Word, RTF, HTML, PDF,
XML, etc.

The proposed solution should be able to Iogfullsession data once a suspicious

transaction is detected.

The proposed solution should be able to generate comprehensive eventreports
with filters like:

a. Date ortime ranges

b.IP address ranges

c. Types of incidents

d.Geo Location of attack source

www.yemenmobile.com.ye
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Bidders Bidders
or ProductSpecifications Compliance | Remarks, if
Ne (Yes / No) any

should have a mechanism for protection of unauthorized access on the Log
6 | Database by system administratorand should maintainan auditable chainof
custody.
Should Provide Application Performance Monitoring. Should Provide the Server
/ Side, Network Side and User side latency statistics
Should supportcontent-based application monitoring for HTTP/HTTPs, FTP, POP3,
8 | IMAP,SIP, SMTP,RADUIS,LDAP, Oracle, MySQLand SOAP. (complete URI of GETs,
POSTBodies, etc.).
Should supportExternal Customized Monitors to perform extended health-checks
° onapplication thathas no built-in monitortemplate.
The proposed solution should be configuredto provide alerts/notifications of
10 maliciousattacks targeting the network of scope.
Advanced incidenthandling for security operating centers (SOCs) and network
" operating centers (NOCs)
12 | The Web application firewall must:
Reportthe events,alerts HTTP data and the applicationlevelincluding HTTP
13 headers, form fields,and the HTTP body((complete URI of GETs, POST Bodies, etc.).
14 | Supportproperreportingand logging facilities.
Should be able to reportevents viastandard mechanisms, for example, to asyslog
> or SNMP server ora SIEM solution.
Solution shouldhave the option to classify the bad or suspected bottype and
16 provide detailed dashboardbased on the bad/suspected BOT types
The ability to collectand analyze the data to providevisibility into attack and traffic
17 | trends, long-term data aggregationfor forensics,acceleration ofincidentresponse,
and identification of unanticipated threats before exposure occurs.
Provide reports on web-basedattempts to gain access to sensitive data, subvertthe
18 database, or execute DoS attacks againstthe database.
Training Requirements
] Original EquipmentManufacturer Certified Training for four Yemen Mobile

employees each timeafterimplementation&in 2nd & 4th year of operation.
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ProductSpecifications

Bidders
Compliance

(Yes / No)

Bidders
Remarks, if

any

Bidder Requirements

The proposed appliance mustbe latestbutstablesolutionand mustnotbe END OF
LIFE/END OF SUPPORT/END OF ENGINEERING SUPPORT (which indudesall kind
of supportviz. Hardware, Softwareetc.) till nextfive yearsfrom the contractstart

date ortill the contractvalidity.

If Proposed hardware appliancebecomesEnd Of Life during said contract
period,Original EquipmentManufacturer should continueto provide atleastlatest
software and WAF signature updates tillthe contractis valid or provide new

appliance withoutany additional costto Yemen Mobile Company.

Able to provide WAF Release quickly and dynamically, to offer more frequent
release (quarterly vs. annually) to decrease the exposureand reduce the risk of
applications becomingcompromised by a new oremerging threat, by providing

automaticsignature updates inadditionto the manual or scheduled option.
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